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▪ Harvest login credentials

▪ Trick users into turning on their web-cam or microphone

▪ Promote online scams

▪ Spread malware
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CLICKJACKING
DEMO
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What is PHISHING?

Phishing is the fraudulent attempt to 
steal user data such as login 
credentials, credit card information, or 
even money using social engineering 
techniques. This type of attack is 
usually launched through e-mail 
messages, appearing to be sent 
from a reputable source, with the 
intention of persuading the user to 
open a malicious attachment or 
follow a fraudulent URL.

What is Social Engineering?

Criminals use social engineering 
attacks to trick, deceive, and 
manipulate their victims into giving 
away confidential information and 
funds. Social engineering is a 
common tactic adopted by hackers 
as taking advantage of users’ 
personal weaknesses. It is a lot 
easier than finding network or 
software vulnerabilities.
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Types of Social Engineering:

▪ Human-based 
▪ Vishing

▪ Dumpster Diving

▪ Computer-based
▪ Phishing

▪ Pop-up Window

▪ Instant Chat Messenger

▪ Mobile-based
▪ Publishing Malicious App

▪ SMiShing (SMS Phishing)

Social Engineering techniques: 

Usually, social engineering involves 
email or other means of communication 
that cause feelings of urgency, fear, 
or similar emotions in the victim, 
pushing them to promptly reveal 
sensitive information, click 
on a malicious link, or open 
a malicious file. The most popular 
social engineering techniques used 
in online banking fraud include:

▪ Pretexting

▪ Phishing

▪ Hacking email & social media accounts
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TODAY’S TECHNIQUES…

… in hiding phishing link in e-mails

▪ Shorten links

▪ Full real address of the jump host

▪ Long address with imitated real e-
banking site at the beginning of the 
URL

… in hosting of phishing sites

▪ Jump hosts

▪ Shared web hosting

▪ Hacked legit WordPress sites
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PHAAS
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*https://www.microsoft.com/security/blog/2021/09/21/catching-the-big-

fish-analyzing-a-large-scale-phishing-as-a-service-operation/

• Phish kits: Refers to kits that are sold on a one-time sale 

basis from phishing kit sellers and resellers. These are 

packaged files, usually a ZIP file, that come with ready-to-

use email phishing templates designed to evade detection 

and are often accompanied by a portal with which to access 

them. Phish kits allow customers to set up the websites and 

purchase the domain names. Alternatives to phishing site 

templates or kits also include templates for the emails 

themselves, which customers can customize and configure 

for delivery. One example of a known phish kit is the 

MIRCBOOT phish kit.

• Phishing-as-a-service: Similar to ransomware-as-a-service 

(RaaS), phishing-as-a-service follows the software-as-a-

service model, which requires attackers to pay an operator 

to wholly develop and deploy large portions or complete 

phishing campaigns from false sign-in page development, 

website hosting, and credential parsing and redistribution. 

BulletProofLink is an example of a phishing-as-a-service 

(PhaaS) operation.
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RED FLAGS
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P2P 3DS

KILL CHAIN: 

Penetration

Gaining access to the online 

banking account using data 

theft, malicious software, or 

social engineering

Theft

Cashing out the victim’s 

funds via p2p-services

Interception

Getting the transaction 

confirmation codes (SMS) for 

3DS pages using mobile 

Trojans and Social engineering
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KILL CHAIN: 

Impersonation

Fraudster is posing as a bank 

representative (IT and Service 

Desk, Office Manager, Anti-Fraud agent, 

etc.) to notify customer about 

account breach attempt

Persuasion

Convincing the victim to 

download RAT to help 

protect the account

Theft

Stealing money from the 

account using access to 

victim’s device

TeamViewer

Anydesk

VNC
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Steps: 

Change of comm. channel

The buyer(victim) is lured 

by the seller(fraudster) into 

continuing the conversation 

in a third-party messenger, 

such as WhatsApp, Viber, 

Facebook 

Redirected

The seller directs the 

buyer to phishing 

landing page that mimic 

courier service websites 

or marketplace with 

payment form

Theft

The buyer enters in the 

mimic payment form 

card details and 

confirmation codes 

Scenario:

The scheme typically starts with fake advertisements placed on popular online 

marketplaces and classified ad websites for products, such as cameras, game consoles, 

laptops and smartphones, offered at lower prices.



THE OTHER WAY
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Steps: 

Change of comm. channel

The seller(victim) is lured 

by the buyer(fraudster) into 

continuing the conversation 

in a third-party messenger, 

such as WhatsApp, Viber, 

Facebook 

Redirected

The buyer directs the 

seller to phishing 

landing page that mimic 

courier service websites 

or payment platform

Theft

The seller is asked to fill 

in his card details the to 

enter the confirmation 

code (SMS) in order to 

receive the money from 

the buyer

Scenario:

In this scenario the seller is the victim, but the buyer is the scammer. The buyer contacts the 

seller in popular online marketplace with intentions to buy the selling product. The fraudster 

lures the seller to continue the conversation about the product in a third-party messenger, 

such as WhatsApp, Viber, Facebook, and then to do the payment and delivery in phishing site.



▪ Educate your customers for phishing – continues information campaigns and well 
explained and positioned information materials

▪ Force your customers to follow best password practices such as:

▪ Use strong passwords

▪ Change them regularly

▪ DON’T share your passwords

▪ Consider implementation and switching to a passwordless authentication 

▪ Stop using SMS as 2FA – use biometric

▪ Use Fraud Hunting Platform
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